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Abstract

Electronic medical record can manage various kinds of patient data in digital form. Patient data
security is a priority that must be met by healthcare provider for referral process. One of the medical
data exchange standards that is widely used is Health Level Seven (HL7) standard. The absence of
security in the HL7 standard makes patient data vulnerable to digital attacks, information security
disturbances, and can even disrupt the patient's own psyche. This study aims to create an architectural
design as well as a prototype of a patient data security system that uses HL7 standard, by utilizing the
Advanced Encryption Standard (AES) as a cryptographic algorithm. Architectural design for data
exchange, can change HL7 data from plain text and unauthenticated data transmission to data with
secure and protected protocols. The research method starts from requirements analysis and finished
with making system prototypes and model evolution. The system that has been developed is deployed
into a SaaS model on cloud computing. The SaaS architecture for securing patient referral data has
been adapted to the stakeholders involved (users), the medical data exchange standard used (HL7
standard), workflow and data exchange processes, and the data security technique itself (AES).
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1 Introduction

Electronic Medical Record (EMR) is an electronic information about a person’s health condition,
which is created and managed together with doctors and authorized staff in a healthcare provider.
EMR can facilitate workflow, while improving the quality of patient care and safety [1]. The EMR
system can provide electronic copies of patient health information upon request. If the patient chooses
to change healthcare provider, detailed medical records will help provide the healthcare provider
destination with a comprehensive understanding.

In general, the use of EMR system to integrate health information is helpful for patients and
clinicians in carrying out health care. However, when faced with data security risks, many patients are
still concerned about the potential for the dissemination of personal information via the internet [2].
Data privacy in health care is very important for several reasons. Keeping patient information safe and
confidential will help build trust from patients in the healthcare system. Electronic data security has
been regulated by the previous government in UU ITE no. 11 of 2008 poin 30 and 32, while the
medical record is regulated in Permenkes No. 269 of 2008 poin 10 and 12. The EMR regulation is still
limited to the legal aspect of the law and has not explicitly regulated the privacy of EMR data itself,
so that the development of RME at this time is still limited to replacing EMR from paper into
electronic [3].

Health Level Seven (HL7) is one of the standards/protocols in the exchange, integration, sharing,
and retrieval of health information electronically. This standard specifies how information is
transmitted without system constraints, from one healthcare provider to another. HL7 supports
interoperability of clinical practice, management, and evaluation of health care services, and the most
used standard [4].

Over the years there have been several forms and improvements of HL7, but almost all versions
of HL7 have one problem in common, namely security issues. No encryption or special checks are
used, considering that this standard only regulates the language, structure, and data types needed for
integration between systems [5]. Data security is crucial for healthcare provider and patients. The
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absence of security aspect in HL7 standard makes patient data vulnerable to digital attacks,
information security disturbances, and can even disrupt the patient's own psyche. To reduce the
possibility of digital attacks and penetration of information security using the HL7 standard,
healthcare provider must focus on ensuring that information must be kept confidential, integrity, and
available.

Applying data security techniques (commonly referred to cryptography) is the right choice to
protect health data. Cryptography focuses on securing data directly, where health information is
exchanged over the internet. Advanced Encryption Standard (AES) is the fastest encryption method
that has flexibility, scalability, and is easy to implement [6], [7]. The AES algorithm has a high level
of security because it uses up to 256-bit keys and resistant to various attacks such as square attacks,
key attacks, key recovery attacks, and differential attacks. High performance with minimal storage
space makes AES superior to other symmetric algorithms, which have many drawbacks regarding
their performance and storage space.

This research aims to address a critical gap in HL7 security, especially in terms of weak
encryption by designing and prototyping a secure patient data exchange system that leverages the
HL7 standard enhanced with AES encryption. Specifically, this research will develop an architectural
design for a secure HL7-based system that combines AES encryption and authentication mechanisms,
implement a secure system prototype, and evaluate the prototype’s effectiveness in ensuring the
confidentiality and integrity of patient data during transmission.

The primary benefit of this research is to demonstrate the feasibility and effectiveness of securing
HL7 data exchange using AES encryption. This will contribute to increasing patient trust in EMR
systems [8], encouraging wider adoption of EMRs [9], and ultimately improving the quality of
healthcare delivery [10]. This research is significant because it directly addresses a critical security
vulnerability in current HL7 implementations that is hindering the full potential of EMR systems. By
providing a practical and secure solution for patient data exchange, this work can pave the way for
more resilient and trustworthy healthcare information systems. Existing research has focused
primarily on the development and implementation of HL7, with little emphasis on addressing its
inherent security weaknesses [11], [12]. This research fills this gap by focusing specifically on
enhancing the security of HL7 through cryptographic means. Furthermore, this research will provide a
practical demonstration of the effectiveness of AES encryption in a real-world healthcare context.

2  Literature Review

2.1 Previous Study

The importance of Electronic Medical Records (EMR) in modern healthcare has prompted
extensive research in their development and implementation. Several studies have focused on
improving the interoperability of EMR systems, with HL7 emerging as the dominant standard [13].
While these efforts have been successful in facilitating the exchange of data between disparate
systems, HL7 security vulnerabilities have become a growing concern. Researchers have explored a
variety of approaches to address security in healthcare information systems. Several studies have
investigated the use of access control mechanisms to restrict unauthorized access to patient data [14].
Others have focused on implementing secure data storage solutions to protect against data breaches
[15], [16]. However, the specific challenges of securing HL7 data transmission have received
relatively less attention.

Several studies have touched on the security aspects of HL7, primarily focusing on the use of
digital signatures for message authentication [17]. While digital signatures can provide integrity and
non-repudiation, they do not address the fundamental issue of data confidentiality during
transmission. Furthermore, the computational burden of digital signatures can be a concern in
resource-constrained environments.

The use of cryptography, particularly AES, has been widely studied in the context of securing
various types of data [18], [19]. However, its application to securing HL7 data transmission is still an
area that requires further investigation. Some early work has explored the use of encryption in
healthcare data exchange [20], [21], but a comprehensive and practical solution for securing HL7
using AES has not been fully developed.
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This study aims to address this gap by developing a robust and efficient mechanism for securing
HL7 data transmission using AES encryption. Unlike previous studies that have focused primarily on
other aspects of HL7 or used less robust security measures, this work specifically targets the
confidentiality and integrity of HL7 data during transmission, leveraging the strengths of AES
encryption. By providing a practical and secure solution, this study will contribute to the broader
effort to build trustworthy and interoperable healthcare information systems.

2.2 Health Level Seven Standard

Health Level Seven (HL7) is an international community of health information experts who
collaborate with each other to develop standards for health information exchange and health system
interoperability. HL7 provides an international standard for how health data is stored, transferred, and
shared among healthcare providers. This standard defines how data is packaged and transported
including defining the languages, data types, and data structures required for inter-system integration.

HL7 helps bridge the gap in health information technology applications and makes it easier to
share data and reduce administrative burdens in improving health services [22]. HL7 v2 is a pure
messaging standard that allows the exchange of clinical data between systems to support patient care
systems within a department. HL7 v2 messages consist of text, pipes ( | ), and caps (). Messages
and electronic documents are expressed as shown in Figure 1.

MSH|*~\&NES|NINTENDO|TESTSYSTEM|TESTFACILITY|20010101000000|ADT*A04|Q12
3456789T123456789X123456|P|2.3

EVN|A04]20010101000000]||*KOOPA*BOWSER

PID|1]|123456789AAAE|01234567897AAM JP|BROSAMARIOALUIGIMIADRAL|| 19850101 |M]|
[123 FAKE STREETAMARIO \T\ LUIGI BROS PLACEATOADSTOOL
KINGDOMANESAA1B2C3AJPAHOMEM1234|1234|(555)555-0123"HOMEAJP: 123456 TAMASS
55550123| | "ENGLISH|S|MSH|12345678]|[[|[Y|3]11|20180101090500] ||| HUMAN|PLUMBER
NK1|1|PEACHAPRINCESS|SO|ANOTHER CASTLEAMTOADSTOOL
KINGDOMANESAAJP|(123)555-1234|(123)555-2345|NOK
NK1[2|TOADSTOOLAPRINCESS|SO[YET ANOTHER CASTLEMTOADSTOOL
KINGDOMANESA*JP|(123)555-3456|(123)555-4567|EMC
PV1|1|0]ABCDAEFGH)|[|123456*DINOAYOSHIAAMAMSRMACURRENTAMNEIGHBOURHO
OD DR
NBR|*DOGADUCKHUNTAMAAAMACURRENT]|CRD|||1|123456 " DINOAY OSHIAMAMMSRMAC
URRENTMANEIGHBOURHOOD DR

NBRJAO[0123456789|1[[[I1II111I11MSHIIA][20010101000000
IN1|1|PARPARENT]|123456789*EI||[LUIGH|I[II[ITITNITNHTITIFAKE
IN1]2|FRI*FRIEND|123456789 M ENIPRINCESSIINIIILLLIIIIFAKE

Figure 1. HL7-v2 Example message
(Source: https://blogs.mulesoft.com)

3 Research Method

3.1 Advanced Encryption Standard Technique

Advanced Encryption Standard (AES) algorithm is a symmetric block cipher algorithm that takes
plain text in 128 bit blocks and converts it into ciphertext using 128, 192, and 256 bit keys. The AES
algorithm uses a substitution-permutation, with multiple loops to generate the ciphertext. The number
of turns depends on the key used. A 128-bit key requires ten rounds, a 192-bit key requires 12 rounds,
and a 256-bit key requires 14 rounds [23]. The schematic structure of AES is shown in Figure 2.
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Figure 2. AES structure

(Source: www.blog.malwarebytes.com)
The encryption process in AES algorithm is carried out through 4 stages which are carried out
repeatedly. These stages are:

ISSN:2302-8149
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Bytes substitution, block text bytes are replaced according to the rules defined by the
predefined S-box (short for substitution box).
Shift rows, all rows except the first are shifted one block.

Mixing columns, randomize messages more by mixing column blocks.
Added round keys, XOR the messages with their respective round keys.

When performed repeatedly (according to the key used), these steps ensure that the final
ciphertext is secure. The AES ciphertext decryption process is like the encryption process in reverse

order.

3.2 Research Workflow

The research flow as presented in Figure 3, consists of 6 phases. The study begins by analyzing
functional requirements (Phase 1). At this phase, detailed analysis of the need for information systems
in the healthcare environment is carried out. Workflows and data that will be used for communication
between different healthcare provider are examined in more detail, specifically focusing on the types
of data that need to be exchanged securely using HL7. This includes defining the specific HL7
message types required for identified workflows.

—
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Requirements
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Study of
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Figure 3. Research Workflow

The next phase is the process of conducting a technical requirements analysis (Phase II). The
process of identifying technical requirements is carried out to determine a feasible platform to be
implemented in a real environment. This process also identifies the hardware and software
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requirements that will be used for deployment needs. Most importantly, this phase also defines how
AES encryption will be integrated with the chosen platform and HL7 messaging. This includes key
management strategies, encryption/decryption processes, and performance considerations related to
AES.

Phase Il is the stage for evaluating the information exchange mechanism when carrying out the
integration process. Based on the analyzed mechanism, an in-depth comparative study was conducted.
This phase analyze how this mechanism can support secure HL7 communications using AES
encryption. This involves comparing different approaches to incorporating AES into the HL7 message
exchange process.

Model design (Phase 1V) is a process for modeling the system according to the integration
platform that includes the previously proposed functional and technical requirements, using the
technical solutions analyzed in phase Ill. This phase details how AES encryption is applied to these
messages, and how encrypted messages are sent and received. This design will define the use of AES
to protect patient data within the HL7 framework.

Phase V is the proposed implementation and maintenance stage. The implementation of the
integration model is proposed and considered, for the operation and maintenance of the platform. This
phase focuses on developing a prototype that demonstrates secure HL7 message exchange using AES
encryption. This includes implementing a key management system and encryption/decryption
processes.

The last phase (Phase V1) is the evolution of the model and the possibility of future development.
This stage is a process for possible future improvements and development of the platform, considering
the expected evolution of the technology market in the healthcare sector, as well as the estimated
future functional requirements. This phase also evaluate potential system enhancements, such as
incorporating new versions of HL7 or exploring more sophisticated cryptographic techniques beyond
AES, as necessary.

4 Results and Analysis

4.1 Functional Requirement

Analysis of functional requirements consists of input requirements, process, and output
requirements. Input needs are data to be processed, while output needs are in the form of information
that can later be retrieved and concluded. Analysis of functional requirements for SaaS services is
shown in Table 1.
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No Process Purpose Input Output

1. User Create new users in the The user registration process User
Registration form of healthcare provider requires data such as username,  account

(hospital, health centers, password, name of healthcare information
clinical laboratories, and provider, email, telephone
other health facilities). number, and etc.

2. User Log As a limitation of user Logging in need the username Log In/Log

In/ Log Out access to SaaS system and password that were Out
features. registered during the Notification
registration process.

3. Create A feature to secure The input requirements in the Token
Referral (encrypt) patient data to be referral process are Patient
Patient referred to the destination ~ Name, Family Identification
Data healthcare provider. Number (NIK), and Medical

Record File in HL7 v2 format
with .txt extension.

4. Receive A feature to open an The process of receiving a HL7 Files
Referral encrypted reference file referral, requires a token thatis  with .txt
Patient (decryption), so that it can  generated by the origin extension
Data be read by the destination  healthcare provider through the

healthcare provider.

creating referral process.

Users involved in this system consist of super admin (government/stakeholders related to data

security) and admin (hospitals, health centers, clinical laboratories, and other healthcare provider). In
order to limit access, as well as limitation for system users, the admin registration process can only be
carried out by super admin.

4.2 Proposed System Architecture

The main need for the system is how to secure referral patient data using the HL7 standard
among several healthcare provider. The patient referral data security system uses SaaS services,
designed to encrypt, and decrypt data using the AES algorithm by online. The system management is
carried out centrally by third parties (government/stakeholders related to data security). Service users
do not need to update or procure hardware or software, so it is expected to be more effective and
efficient. The design of the system (SaaS system) to be implemented as shown in Figure 4.

The process of securing patient referral data is carried out through several stages. The first stage,
original healthcare provider (Hospital 1) must register an account on the system. After registering and
having an account, Hospital 1 then logs in and uploads a file containing patient referral data to be
submitted to the destination healthcare provider (Hospital N). The file that is uploaded for encryption
is the patient's medical record data in HL7 standard form. The encrypted file is stored in the system.
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Step 3

Send Token to Destination Hospital

Figure 4. System architecture for referral patient data security using AES

After uploading the HL7 data, the system will generate tokens and Hospital N (who has received
the token code and file from the referring Hospital 1) is tasked with carrying out the decryption
process through the token code that has been received. Hospital N must also be registered in the
system and log in using its account. Hospital N enters the token code to perform the decryption
process of the HL7 file that has been encrypted. After the decryption process is carried out, Hospital
N can download patient medical record data in the form of an HL7 file, according to the software
available at Hospital N.
4.3 Implementation and Deployment

The software development infrastructure for this system includes a cloud computing platform.
The infrastructure used for the implementation of the system is shown in Figure 5. This system can be
accessed directly by the user via web browser, which will be bridged and connected to the Public IP
address by CloudFlare. CloudFlare acts as a liaison between the system server and the user. The
developed system is then integrated using one of the services in cloud computing, namely Software as
A Service (SaaS). SaaS serves to store program code and HL7 encrypted files. SaaS is used as storage
and database on this system.

Database
Code Server Storage
7
Cloudflare
AW~
Domain

P
vt v

User User User

Figure 5. Software Architecture
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The components of the system development infrastructure used to develop, test, deploy, and
manage software applications are shown in Table 2. The most common components of a software

development infrastructure include source control management systems,

build servers,

test

frameworks, and deployments. All components continuously work together to provide an efficient

way to develop software applications.

Table 2. Software infrastructure components

No Component Description Tools

1. Integration A software application that provides a Graphical Visual Studio
Development User Interface (GUI) for managing the code base Code, JetBrains
Environment (IDE)  and building applications. IntelliJ

2. Workflow Helping developers track and manage bugs and JIRA, Asana,
Management issues. Trello

3. Source Control Used to store and track changes to the codebase.  Git, GitHub
Management

4.  Application Help developers to monitor and optimize the New Relics,
Performance performance of their applications. AppDynamics
Management

5. Continous To detect code changes, which are then used to GitLab, Jenkins
Integration and generate system deployment artifacts. The tools
Deployment also used to provide a mechanism to

automatically apply code changes to staging
environment, even to production environment.

6. Containerization
Tools

Helping developers package their applications
and dependencies into standalone units.

Docker,
Kubernetes

The infrastructure components for software development as shown in Table 2 are components for
developing the basic prototype of this SaaS system. A more complete infrastructure may be added as
needed. The prototype dashboard that has been built on the SaaS service system for referral patient

data security is shown in Figure 6 below.

REPASIEN =
W o
Dashboard

y

- 2
o
‘\\;‘

-

Figure 6. System prototype
4.4 System Testing

Unit testing is carried out to determine the reaction of the system to the unit being tested. This
test is carried out by the admin and user, according to the unit being tested. Table 3 shows the results
of unit testing on the referral patient data security system with the HL7 standard. In addition to
functional testing of each feature owned by the system, testing of the system must also be carried out
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to ensure that the SaaS system is able to interact with users through notifications, confirmations, and
other error handling. Figure 7 shows the form of error handling that may be performed by a user when

using a Saa$S system.

Table 3. Unit testing for the system

Unit System Testing Sistem Responses Result  Tester
Login Entering incorrect username Displays a message that the Success  Admin,
and password. username and password are Super
incorrect. Admin
Enter username and password Displays the super admin Success  Super
as super admin. dashboard page. Admin
Enter username and password Displaying the admin Success  Admin
as admin. dashboard page.
Create Looking for patient referral Displays patient referral Success  Admin
Referral history data based on the history data based on the
Patient patient's name or NIK. patient's name or NIK.
Data Add a referral by not entering Displays an error message Success  Admin
the patient's name, patient NIK, according to the error made
or adding files. by the admin.
Add a referral by entering the Displays a message that Success  Admin
patient's name, patient NIK, performed process was
and adding the appropriate file.  successfully entered into the
SaasS system database.
Received Enter the token code for the Displays text to download Success  Admin
Referral HL7 file decryption process. HL7 files that can be
Patient downloaded by the admin.
Data

REPASIEN
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Figure 7. System testing for error handling
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4.5 Discussion

A well-designed software architecture can increase efficiency, reduce costs, improve
communication between teams with different departments, and improve quality control [24], [25]. A
clear and concise framework allows an organization to develop applications more efficiently, while
ensuring that existing applications are compatible. As a result, a well-designed software development
architecture can be an asset in any field.

The highest costs in software development are generally system maintenance and the addition of
new features. However, if done early, evaluation of software architecture can reduce these costs by
revealing the implications of architectural design [25]. The architecture makes expected evolution
explicit and early error detection possible, reducing repair time during development as well as during
operation.

Software architecture design for referral patient data security, requires infrastructure to support
its performance. One of the things that need to be considered in terms of infrastructure development is
deciding what programming language to use. The productivity of new software development seems to
be influenced by the programming language used, while the productivity of developing existing
software (adding features) seems to be less dependent on the programming language [26]. The
programming language used will determine what tools and frameworks are needed to support the
development process. After determining the programming language to use, the creation of a new
development environment begins to emerge through options for code management, automated testing,
continuous integration, and continuous deployment.

In addition to the technical aspects for creating a development environment, another thing that
needs to be considered is infrastructure management related to the coordination of information
technology resources, systems, platforms, and human resources used. Some of the most common
types of technology infrastructure management include operating system management, cloud,
virtualization, Information Technology (IT) operations, IT automation, container orchestration,
configuration management, APl management, risk management, and data management. However, the
architecture of the SaaS system for securing patient referral data has been adjusted to the stakeholders
involved, the medical data exchange standards used, the workflow and data exchange process, to the
data security technique itself.

The software architecture for patient data security is SaaS-based, so the development and
deployment process of the development infrastructure is in the cloud. Software as A Service (SaaS) is
software that can be used and accessed without having to have a physical hardware system, because
SaaS runs on a cloud-based server. SaaS can be used and accessed only with a stable internet
connection. The advantage of using SaaS is that there is no need for expensive fees to buy physical
server licenses and can save on maintenance and maintenance costs, because these things are already
borne by the SaaS provider [27]. SaaS allow developers to concentrate on code development, rather
than updating infrastructure. In addition, SaaS also provide increased security by controlling the most
vulnerable parts of the development process by moving them from each developer's device to a central
point [28].

Software development will continue to evolve along with the needs and technological
developments. Developers need to be able to work with more complex data sets and build more user-
friendly applications. Likewise with software for patient data security, it needs to be developed so that
it can provide an API that may be collaborated with existing software in each healthcare provider. In
addition, it is necessary to manage multiple projects and collaborate with other developers more
effectively. Software for referral patient data security has performed several automations of repetitive
tasks, reduced project cycle times, and improved communication and collaboration. Further
development is expected to produce better quality software, especially to support administrative
processes in healthcare provider in Indonesia.

5 Conclusion

Successful software development can be seen from careful planning, especially related to the
design of the software architecture itself. To achieve this goal, it is very important to have a well-
organized infrastructure. The process of defining the infrastructure must be clear, starting from the
analysis of functional requirements to the analysis of components related to the software infrastructure
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itself. These processes have been defined in the creation of a SaaS system architecture for patient
referral data security. The architecture has been adapted to the stakeholders involved, the medical data
exchange standards used, the workflow and data exchange processes, to the data security techniques
themselves.
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